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+_`F 1-1ab�� R3 ;<=�^c d  

R3 (config)#interface e0/1      Ve�fg e0/1^chi W 

R3 (config-if)#ip address 202.115.13.254  V 4W   Vjc IP ./�kl W 

R3(config) # interface s0/0      Ve�mg^chi W 

R3(config-if) #ip address V 5W 255.255.255.0  Vjc IP ./�kl W 

R3(config) # interface s0/1       

R3(config-if) #ip address V 6W 255.255.255.0   

R3(config) # interface s0/2       

R3(config-if) #ip address V 7W 255.255.255.0   

R3(config) # interface s0/3       

R3(config-if) #ip address V 8W 255.255.255.0   

R3(config) # interface s0/4       

R3(config-if) #ip address V 9W 255.255.255.0   

R3(config) # interface s0/5       

R3(config-if) #ip address V 10W 255.255.255.0   
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n IP ./U 202.115.13.5�t0u(kl�U  V 11W �(v./�U  V 12W �  
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† Windows 20031�   V 1W  ‡}ˆ6 NAT |} �  
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A. Œ•Ž••‘=      B. Internetsf3~      C. ;<�’“•
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†F 2-2GH�”g1 �U�" B �Ž•= 2 ^c •;<�’“•
 –|} �—˜ eth0

� eth1™�(@sf � eth0™�(@sf�) Š1 F 2-3 1�   V 2W  Šš e›^c �

eth1™�(@sf�) Š1 F 2-31�   V 3W  Šš e›^c �  

V 2WœV 3W‰Š	‹ d  

A. •4fgsfž•4(@  

B. x4fgsfž Internet 

C. Ÿ ¡¢£¤                
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†�" B �Ž•= 2 1�E¨ 
 ISP  ^�P4x( IP ./©ªž./« VEF 2-4
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��� ��� ������ 5�������� 2 ��� �� �� �  

���� 2 � eth1���	
��
 ����� � 202.117.12.38����� IP ��

� 192.168.2.10� FTP ��� ����� !"# $%&'() B !� FTP �� �*+�

, 2-4 -, 2-5 ./�012!�3 �4 5  

��� ��� ������ 6�������� 3 ��� �� �� �  

�678() A -() B !"#9:;< ����� 1 -��� 2 �=>?6 “@A

-BC&' ” �� ��, 2-6 ./�012! �DE����FG@A<H*�4� I  
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%&' 1 WAN ��  ( 7)  ( 8)  ( 9)  1 

%&' 2 WAN ��  ( 10)  ( 11)  ( 12)  1 
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JK%LMN� Linux OP!�4 Apache����QR �ST'U 1 V'U 3��W

TXYTUZ 0*�WT[\ ]  
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� Linux OP!^� Apache�4 Web ��� ] Apache���_`6ab�cd �e

fghij kghlm kno"# k HTTP pqrs k CGI Ct� SetUIDu?v ]  

��� ��� ������ 1�������� 6 ��� �� �� �  

w� x 1ykx 2ykx 3ykx 4yz{|X}~•�\€ ]  

Web•‚#ƒ���„…†‡  x 1y  ˆ‰ �Š‹Œ•CŽ I Web•‚•Ct•‘’Y

�  x 2y  “”•:*� Web ���� �–—�˜�� Web™š ]›G œ%  x 3y Ct

�•ž����•|Ÿ �–�•‚• S  x 4y  ¡ž�™¢ ]  

x 1y£x 4y�¤¥¦   

A. HTML  B. ASP   C. JSP   D. IIS  

E. SOAP   F. URL   G. HTTP   H. VGA  

��� ��� ������ 2�������� 7 ��� �� �� �  

w� x 5y£x 11yz{|X}~•�\€ ]  

Apache�"�4™¢� httpd.conf]§ Web ���� httpd.conf™¢(�\€�L I  

ServerType standalone  

ServerRoot “/etc/httpd”  

Timeout 300  

KeepAlive On  

MaxKeepAliveRequests 100  

KeepAliveTimeout 15  

MinSpareServers 5  

MaxSpareServers 20  

StartServers 8  

MaxClients 150  

MaxRequestsPerChild 100  

Port 8080  

User nobody  

Group nobody  

ServerAdmin root@webtest.com.cn  

ServerName WebTest  

DocumentRoot “/home/webtest/jakarta-tomcat/webapps/webtest”  

Options FollowSymLinks  

AllowOverride None 
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Options Indexes Includes FollowSymLinks  

AllowOverride None  

Order allow, deny  

Allow from all  

DirectoryIndex index.html index.htm index.shtml index.cgi 

Alias /doc/ /usr/doc/ 

order deny, allow  

deny from all  

allow from localhost  

Options Indexes FollowSymLinks 

% RPM ¨ž©ª� Apache��� ��4™¢ httpd.conf«¬� Linux �x 5y ghL ]

•‘�­�4™¢ �+ Web���>?�  x 6y ®žL �Š>?¯°±� inetd®žL  x 7y ²

•§³ Web“”´•  x 8y  µ¶·¸‘¹’º �OP»¼“” ]  

��•‚½¾&' Linux ���� /usr/docgh �¿*�ÀÁ���[!’Y  x 9y  ]  

no"#Ž˜�…ÂE����78Ã³ WebÄÅ ]no"#$%Ž	N IP ���

no"# �Æ$%Ž	N x 10y �no"# ]ÇÈ	N x 10y �no"#º �É½¾�4

x 11y  �–�Ê¸‘Ë™¢!ÌÍ:MÎh ]  

��� ��� ������ 3��� �� �� � 2 ��� �� �� �  

, 3-1Ž�4 Apache����Â³ÏÐ �¥!gh¥¦ ExecCGI�ÑÒÓÔÕ 5   

���, 3-1 ./�gh¥¦! Indexes¥!ÖG×Ø �–�no"#gh!Æ¶·

:M� Index™¢ �•‚#;•ÀÁ�&'·M�no"#ghº·3Ù� 5  
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����
^� NAPT åæ �¿+çèVé ½¾ êw x 1y ³$�� � �� ]  

��� ��� ������ 2�������� 3 ��� �� �� �  

LëŽ��
”Ð��4ìí I  
fire(config)# ip address outside 202.134.135.98 255.255.255.252  

fire(config)# ip address inside 192.168.46.1 255.255.255.0  

fire(config)# ip address dmz 10.0.0.1 255.255.255.0 

•‘%��4 �}î, 4-1 !��
ï³•Ð� IP �� I  

e0I         x 2y           

e1I         x 3y           

e2I         x 4y           

��� ��� ������ 3�������� 4 ��� �� �� �  

1ð ACL ñòu?ótŽ  x 5y  ���4º¾†ô  x 6y  õ¿ kö÷øùú0ûõ

¿k%üñòýþõ¿ ]  

x 5ykx 6y¤¥¦  

x Ayö ���    x Byö ���    x Cy � #¥×   

 x Dy �� • �    x Ey � � 	 L    x Fy � L 	 �  
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2ð¾ 
� \ ! IP ��� 198.168.46.8� PC#&'à � �
 � ACL � ¿Ž x 7y 

x Ay access-list 1 permit ip 192.168.46.0 0.0.0.255 any  

� �  access-list 1 deny ip host 198.168.46.8 any  

x By access-list 1 permit ip host 198.168.46.8 any  

� �  access-list 1 deny ip 192.168.46.0 0.0.0.255 any  

x Cy access-list 1 deny ip 192.168.46.0 0.0.0.255 any 

� �  access-list 1 permit ip host 198.168.46.8 any 

x Dy access-list 1 deny ip host 198.168.46.8 any  

� �  access-list 1 permit ip 192.168.46.0 0.0.0.255 any 

��� ��� ������ 4��� �� �� � 6 ��� �� �� �  

LëŽ���
!�(��4ìí �wW � Š �� I  
global (outside) 1 202.134.135.98-202.134.135.100   x 8y     

conduit permit tcp host 202.134.135.99 eq www any   x 9y    

access-list 10 permit ip any any       x 10y    
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§�Ú � �6Â � C � �� 203.12.11.0/24£ 203.12.14.0/24��, 5-1 ./ ]Š � �

�Ž 172.11.5.14/24]¾Ý \.· PC=d� ]    

E0� 172.11.5.14/24

E1� 203.12.11.254/24

Internet

203.12.11.253/24
Switch0

Vlan11� 203.12.12.1/24 Vlan12� 203.12.13.1/24 Vlan13� 203.12.14.1/24

Vlan1� 203.12.11.1/24

Switch1 Switch2 Switch3
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��� ��� ������ 1��� � x 8 �y  
”Y ��� # Switch1�•Ð 24 � trunk Ð�Š � ïÐ � N vlan11�wW � L � ìí

– �� �� #� �4 ]  
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Switch1#config terminal 

Switch1(config)#interface f0/24      x � Y•Ð 24 �4®ž y  

Switch1(config-if)# switchport mode trunk           x 1y           

Switch1 (config-if)#switchport trunk encapsulation dotlq        x 2y          

Switch1(config-if)# switchport trunk allowed allx  ! .· VLAN " +•Ð �� ¸‘ y  

Switch1(config-if)#exit 

Switch1(config)#exit 

Switch1# vlan database 

Switch1(vlan)# vlan 11 name lab01           x 3y          

Switch1(vlan)#exit 

Switch1#config terminal 

Switch1(config)#interface f0/9     x � Y f0/9 ��4®ž y  

Switch1(config-if)#    x 4y         x # 4•Ð� ”Y $ @®ž y  

Switch1(config-if)#    x 5y         x % f0/9 ��� VLAN11y  

Switch1(config-if)#exit 

Switch1(config)#exit 

��� ��� ������ 2�������� 3 ��� �� �� �  

%LD³�4! &' �Ž     x 6y     �õ ( Ž     x 7y    ]  

Að Switch0 (config)#interface gigabitEthernet 0/3  

Switch0 (config-if)#switchport mode trunk 

Switch0 (config-if)#switchport trunk encapsulation dot1q 

Switch0(config)#exit 

Switch0# vlan database 

Switch0(vlan)# vlan 2100 name lab02 

Bð Switch0 (config)#interface gigabitEthernet 0/3  

Switch0 (config-if)#switchport mode trunk 

Switch0 (config-if)#switchport trunk encapsulation ISL 

Switch0(config)#exit 

Switch0# vlan database 

Switch0(vlan)# vlan 2100 name lab02 

��� ��� ������ 3�������� 4 ��� �� �� �  

Switch1� f0/24Ð”� Switch0� f0/2Ð� �w•‘, 5-1��) W� %L Switch0��4
ìí ]  

Switch0(config)# interface  x 8y        x � Yn * ”Ð y  

Switch0(config-if)# ip address 203.12.12.1 255.255.255.0 xÍ IP �� y  

Switch0(config-if)# no shutdown           x 9y      
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Switch0(config-if)# standby 1 ip 203.12.12.253   xÈ HSRP+ – # n IP �� y 

Switch0(config-if)# standby 1 priority 110         x 10y      

Switch0(config-if)# standby 1 preempt          x 11y      


